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Note “This questlon paper contalns two parts A and B
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries

10 marks and may have a, b, ¢ as sub questions.

.......... PART - A
(25 Marks)
1.a)  Define information security. [2]
b) Whatis an attack? Write its types. [3]
). :,..What are the.key, elements oﬁ networks? R — - :..[2]
{y: i ~What is inforination state? i Frii i HLB]
e) Whatis KPI? 2]
f)  How data loss occurs? [3]
g)  What is security frame work? [2]
h)  Describe the configuration of information security policy. [3]
i):; ;- What are rigk control strateges?. e T o2l
j) i%<Give an overviéw of risk managément. I PoihL POEAE]
PART -B
(50 Marks)
PN Explam in d@taﬂ about to maﬁag"é the work tQ"mé"et requlremQﬁts"' S [10]
...5 OR
3. Discuss in detail about common vulnerabilities and exposures. [10]
4. How to work effectively with colleagues? Explain. [10]
OR
5. What are cziﬁqiﬂ mformatlori:'»;:Eié:racterlstlcs?’Ex‘ﬁlam i i [10]
6. What are data leakage threats? Explain. [10]
OR
7. Explain in detail about database security. [10]
8.4 Discuss abgut sepurity standatdg:jn detail. i1 S Sy
OR
9. Explain about characteristics of information security policies. [10]
10. Discuss about security roles and responsibilities. [10]
............ oo . OR S R
1E7H Explam abéit tisk analysis process. R Priim i :::[10]
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