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Note: This question paper contains two parts A and B.
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries

10 marks and may have a, b, ¢ as sub queonns

......... PART A : =
(25 Marks):
What are the major skills of security analyst? [2]
What are the key concerns in information assets security? [3]
Which are the three states of Information? [2]
What makes a Root Cause Analy@ns EA (31.
Define Data Leakage / N S 2 2] - ¢
S What-are the three states in whicl terprxse data exist? : - 3]
List down the persons responsible for implementation of security | )0110163‘7 2]
Explain the application of Deming Cycle in IT security? [3]
Define the role of system adniinistrator? [2]
Write a short notes on accountability? {3]
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2. List and explain in detail about various types of attacks. [10]
OR
3.a)  Explain how is a virus different from a Trojan horse?
b)  State the reason Why a Cav1ly virus is dlftlcult to detect unlike tr admonal viruses. [5+5]
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S. Explain various types of non-repudiation services that are defined in international

standard 1SO 14516:2002. [10]

6. Comparc and contrast between data leakage features and solutions. [10]
,,,,, OR

& o sig. £ [10] ¢
8. Descube in detaﬂ dbOUt seven contIOI areas dpﬁned by COBIT [10]
OR

9. State and explain the key elements that a policy should contain. [10]

LTI /Explain How is the'tole of a Securlty Analyst diffefent front Security Engineér. {0}
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