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All Questions Carry Equal Marks

Differentiate between Active attacks and Passive Attacks.
Elaborate any four Subst;tutlon Techmque -and list thelr merits and dﬁmerlts

"'!DlscuSS bneﬂy about 'categorles of Secunty Servtces and attacks
Explain the model for network security with neat sketch. [8+7]

3.a) Using RSA algorithm solve n, d if p=11, q=3, e=3. Encrypt “HelloWorld” Message.
b) Give a detailed explanation of key generation and encryption of IDEA algorithm. [6+9]

a)What is the shared secret key? Also wrlte the algorlthm N
b) How man-in-the-middle attack can be performed in Diffie Hellman algorithm. [8+7]

5.a) How the authentication procedures are defined by X.509 certificate. Evaluate the concept

of Ccrtlt”cate Cham for verlﬂcatmn of Dlgltal Signature on X.509 certifcate

-b) Explain the structure of CMAC. Classify the difference between CMAC and HMAC.
[8+7]

7.a)  What protocols comprlae SSL? Dlslmomsh betwecn an SSL connection and an SSL

session: ™,
,,,,, . b)  Maké up-the secumty Constramts of lEEE 892 1 erﬁiess LAN n dete_u]

et ) "'(Compare and contrast the Security threatsélated fo mobile devices. ™

8.a) Draw the IP security authentication header and identify the functions of each field.
b)  What are the principal services provided by S/MIME?

How does Pretty Good Privacy provide confidentiality and authentication service for

e-mail .and file storage appllcatlons‘? Draw the block diagram smd _elaborate its....

[3+5+7]
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