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COURSE STRUCTURE

IIT B.Tech II Semester

Course Periods Per .
S.No Course . Credits
Course Title
Type Code Week
L T P

1| PCC IT601PC Introduction to Embedded Systems 3 0 0 3
2| PCC IT602PC Principles of Compiler Construction 3 0 0 3
3| PCC IT603PC Algorithm Design and Analysis 3 0 0 3
4| PCC IT604PC Internet of Things 3 0 0 3
5| PEC Professional Elective —Il1I 3 0 0 3
6| OEC Open Elective-1 3 0 0 3
7| PCC IT605PC Embedded Systems & Internet of Things Lab 0 0 3 15
8| PCC IT606PC Compiler Construction Lab 0 0 3| 15
9| PEC Professional Elective-111 Lab 0 0 2 1
10 | MC *MC607 Cyber Security 3 0 0 0
11 [ MC *MC609 Environmental Science 3 0 0 0
Total Credits 24 0 8 22
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT601PC: INTRODUCTION TO EMBEDDED SYSTEMS

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits | Maximum Marks
L T P C CIA | SEE | Total
IT601PC Core 3 0 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
Prerequisite:

1. A course on “Digital Logic Design and Microprocessors”
2. A course on “Computer Organization and Architecture”

Course Objectives:
e To provide an overview of principles of Embedded System

e To provide a clear understanding of role of firmware, operating systems in
correlation with hardware systems.

Course Outcomes:

e Expected to understand the selection procedure of processors in the embedded
domain.

e Design procedure of embedded firm ware.
e Expected to visualize the role of realtime operating systems in embedded

systems.
e Expected to evaluate the correlation between task synchronization and latency
issues
UNIT-1 | Introduction to Embedded Systems | No.of Classes: 09

Introduction to Embedded Systems :

Definition of Embedded System, Embedded Systems Vs General Computing Systems,
History of Embedded Systems, Classification of Embedded Systems, Major application
areas, Purpose of E bedded Systems, Characteristics and Quality attributes of
Embedded Systems.

UNIT-II The Typical Embedded System No.of Classes: 09

The Typical Embedded System:

Core of the Embedded System, Memory, Sensors and Actuators, Communication
Interface, Embedded Firmware, Other System components.

UNIT-III | Embedded Firmware Design and Development | No.of Classes: 09

Embedded Firmware Design and Development:
Embedded Firmware Design, Embedded Firmware Development Languages,
Programming in Embedded C

UNIT-IV | RTOS Based Embedded System Design | No.of Classes: 09

RTOS Based Embedded System Design :
Operating System basics, Types of Operating Systems, Tasks, Process, Threads,
Multiprocessing and Multi-tasking, Task Scheduling, Threads-Processes-Scheduling

putting them together, Task Communication, Task Synchronization, Device Drivers,
How to choose an RTOS

UNIT-V | Integration and Testing of Embedded Hardware No.of Classes: 09
and Firmware

Integration and Testing of Embedded Hardware and Firmware
Integration of Hardware and Firmware, Boards Bring up
The Embedded System Development Environment:
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The Integrated Development Environment (IDE), Types of files generated on Cross-
Compilation, Disassembler/Decompiler, Simulators, Emulators and Debugging,
Target Hardware Debugging, Boundary Scan.

Text Books:
1. Shibu KV, “Introduction to Embedded Systems”, Second Edition, Mc Graw Hill

Reference Books:

1. Rajkamal, Embedded Systems Architecture, Programming and Design,
TATA McGraw-Hill

2. Frank Vahid and Tony Givargis, “Embedded Systems Design” - A

Unified Hardware/Software Introduction, John Wiley
3. Lyla, “Embedded Systems” —Pearson

David E.Simon, An Embedded Software Primer, Pearson Education Asia,
First Indian Reprint2000.

Web References:
https:/ /nptel.ac.in/courses/108/102/108102169/

E-Text Books:
https:/ /ptolemy.berkeley.edu/books/leeseshia/releases/LeeSeshia_DigitalV2_2.pdf
https:/ /link.springer.com/book/10.1007/978-1-4614-3143-5
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT602PC: PRINCIPLES OF COMPILER CONSTRUCTION

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits | Maximum Marks
L T P C CIA | SEE | Total
IT602PC Core 3 0 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45

Prerequisite: Nil

Course Objectives:
o To understand the various phases in the design of a compiler.
e To study various data structures used
e To understand the design of top-down and bottom-up parsers.
e To understand syntax directed translation schemes.
e To introduce lex and yacc tools.
e To learn intermediate languages
e To learn to develop algorithms to generate code for a target machine.
e To learn how to optimize machine code

Course Outcomes:

o Ability to design, develop, and implement a compiler for any language.

e Able to use lex and yacc tools for developing a scanner and a parser.

e Able to design and implement LL and LR parsers.

e Able to design algorithms to perform code optimization in order to
improve the performance ofa program in terms of space and time
complexity.

o Ability to design algorithms to generate machine code

UNIT-1 | | No.of Classes: 09

Introduction: Phases of compiler, Groping of phases.
Lexical Analysis: The Role of the Lexical Analyzer, Input Buffering, Recognition of

Tokens, The Lexical-Analyzer Generator LEX, Finite Automata, From Regular
Expressions to Automata.

UNIT-II No.of Classes: 09

Syntax Analysis: Introduction, Context-Free Grammars, Writing a Grammar, Top-
Down Parsing, Bottom-Up Parsing, Introduction to LR Parsing: Simple LR, More
Powerful LR Parsers.

UNIT-III \ \ No.of Classes: 09

Syntax-Directed Translation: Syntax-Directed Definitions, Construction of syntax
trees, Bottom-up evaluation of S-attributed definitions, L-attributed definitions, Top
down translation, Bottom-up evaluation of inherited attributes.

Type checking: Type systems, Specification of a simple type checker, Equivalence of
type expressions.

Intermediate-Code Generation: Intermediate languages, Declarations

UNIT-IV \ ] No.of Classes: 09
Run-Time Environments: Storage organization, Storage allocation strategies, Symbol
tables.

Code Generation: Issues in the Design of a Code Generator, The Target Machine,
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Basic Blocks and Flow Graphs, , A Simple Code Generator, Register Allocation and
Assignment, Generation of DAGs, Generating code from DAGs.

UNIT-V | | No.of Classes: 09
Machine-Independent Optimizations: Introduction, The Principal Sources of
Optimization,

Introduction to Data-Flow Analysis, Foundations of Data-Flow Analysis.

Text Books:

1. . Compilers: Principles, Techniques and Tools, Second Edition, Alfred V. Aho,
Monica S. Lam,Ravi Sethi, Jeffry D. Ullman, Pearson.

Reference Books:

1. Compiler Construction-Principles and Practice, Kenneth C Louden, Cengage
Learning.

2. Modern compiler implementation in C, Andrew W Appel, Revised edition,

Cambridge UniversityPress.

3. The Theory and Practice of Compiler writing, J. P. Tremblay and P. G.
Sorenson, TMH

4. Writing compilers and interpreters, R. Mak, 3 edition, Wiley student
edition.

5. lex & yacc — John R. Levine, Tony Mason, Doug Brown, O’reilly

Web References:
https:/ /nptel.ac.in/courses/106/108/106108113/

E-Text Books:
https:/ /en.wikibooks.org/wiki/Category:Book:Compiler_Construction
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT603PC: ALGORITHM DESIGN AND ANALYSIS

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits Maximum Marks
L T P C CIA | SEE | Total
IT603PC Core 3 0] 0 3 30 |70 |100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 4
Prerequisite:

1. A course on “Computer Programming and Data Structures”
2. A course on “Advanced Data Structures”

Course Objectives:

o Introduces the notations for analysis of the performance of algorithms.

e Introduces the data structure disjoint sets.

e Describes major algorithmic techniques (divide-and-conquer, backtrackir
dynamic programming, greedy, branch and bound methods) and menti
problems for which each technique is appropriate;

e Describes how to evaluate and compare different algorithms using wors
average-, and best-case analysis.

« Explains the difference between tractable and intractable problems, aj
introduces the problems that are P, NP and NP complete.

Course Outcomes:
o Ability to analyze the performance of algorithms
e Ability to choose appropriate data structures and algorithm design methods
for a specified application
o Ability to understand how the choice of data structures and the algorithm
design methodsimpact the performance of programs

UNIT-1 | | No.of Classes: 09

Introduction: Algorithm, Performance Analysis-Space complexity, Time complexity,
AsymptoticNotations- Big oh notation, Omega notation, Theta notation and Little oh
notation.

Divide and conquer: General method, applications-Binary search, Quick sort, Merge sort,
Strassen’s matrix multiplication.

UNIT-II No.of Classes: 09

Disjoint Sets: Disjoint set operations, union and find algorithms
Backtracking: General method, applications, n-queen’s problem, sum of subsets probl

graphcoloring

em,

UNIT-IIT | | No.of Classes: 09

Dynamic Programming: General method, applications- Optimal binary search trees, 0/
knapsack problem, All pairs shortest path problem, Traveling sales person problem, Reliak
design

ility

UNIT-IV | | No.of Classes: 09

Greedy method: General method, applications-Job sequencing with deadlines, knapsac
problem, Minimum cost spanning trees, Single source shortest path problem.

UNIT-V | | No.of Classes: 09

Branch and Bound: General method, applications - Travelling sales person problem, 0/1
knapsackproblem - LC Branch and Bound solution, FIFO Branch and Bound solution.
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NP-Hard and NP-Complete problems: Basic concepts, non deterministic algorithms, NP {

Hard and NP-Complete classes, Cook’s theorem.

Text Books:

1. Fundamentals of Computer Algorithms, Ellis Horowitz, Satraj Sahni and Rajasekh|
University Press.

Aarar

Reference Books:
1. Design and Analysis of algorithms, Aho, Ullman and Hopcroft, Pearson educati
2. Introduction to Algorithms, second edition, T. H. Cormen, C.E. Leiserson, R. L
Rivest, and C. Stein, PHI Pvt. Ltd./ Pearson Education.
3. Algorithm Design: Foundations, Analysis and Internet Examples, M.T.
Goodrich and R.Tamassia, John Wiley and sons.

o11.

Web References:
https:/ /nptel.ac.in/courses/106/101/106101060/
https:/ /nptel.ac.in/courses/106/106/106106131/

E-Text Books:
https://en.wikibooks.org/wiki/Algorithms
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT604PC: INTERNET OF THINGS

B.Tech. III Year II Semester

Hours/Wee . Maximum
Course Code Category k Credits Marks
Tot
IT604PC Core L TP c CIA SEE al
3 0 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nill | Practical Classes: Nil | Total Classes: 45

Prerequisite: Nil

Course Objectives:
e To introduce the terminology, technology and its applications
e To introduce the concept of M2M (machine to machine) with necessary protocols
e To introduce the Python Scripting Language which is used in many IoT devices
¢ To introduce the Raspberry PI platform, that is widely used in IoT applications
e To introduce the implementation of web-based services on IoT devices

Course Outcomes:

e Interpret the impact and challenges posed by loT networks leading to new
architectural models.

e Compare and contrast the deployment of smart objects and the technologies
to connect themto network.

e Appraise the role of IoT protocols for efficient network communication.

e Elaborate the need for Data Analytics and Security in IoT.

o Illustrate different sensor technologies for sensing real world entities and
identify theapplications of IoT in Industry.

UNIT-1 | |  No.of Classes: 09

Introduction to Internet of Things —Definition and Characteristics of IoT, Physical Design
of IoT — IoT Protocols, IoT communication models, Iot Communication APIs IoT enabaled
Technologies — Wireless Sensor Networks, Cloud Computing, Big data analytics,
Communication protocols, Embedded Systems, IoT Levels and Templates Domain
Specific IoTs — Home, City, Environment, Energy, Retail, Logistics, Agriculture, Industry,
health and Lifestyle

UNIT-II No.of Classes: 09

IoT and M2M - Software defined networks, network function virtualization, difference
between SDN and NFV for IoT Basics of IoT System Management with NETCOZF, YANG-
NETCONF, YANG, SNMP NETOPEER

UNIT-III | | No.of Classes: 09

Introduction to Python - Language features of Python, Data types, data structures,
Control of flow, functions, modules, packaging, file handling, data/time operations,
classes, Exception handling Pythonpackages - JSON, XML, HTTPLib, URLLib, SMTPLib

UNIT-IV | | No.of Classes: 09

IoT Physical Devices and Endpoints - Introduction to Raspberry Pl-Interfaces (serial, SPI,
12C) Programming — Python program with Raspberry PI with focus of interfacing external
gadgets, controllingoutput, reading input from pins.

UNIT-V | | No.of Classes: 09

IoT Physical Servers and Cloud Offerings — Introduction to Cloud Storage models and
communication APIs Webserver — Web server for IoT, Cloud for IoT, Python web
application framework Designing a RESTful web API

Text Books:
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1. Internet of Things - A Hands-on Approach, Arshdeep Bahga and Vijay
Madisetti, Universities Press, 2015, ISBN: 9788173719547

2. Getting Started with Raspberry Pi, Matt Richardson & Shawn Wallace,
O'Reilly (SPD), 2014,ISBN: 9789350239759

Web References:
https:/ /nptel.ac.in/courses/106/105/106105166/

E-Text Books:
https://link.springer.com/chapter/10.1007/978-3-030-41110-7_1
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT611PE: ETHICAL HACKING (Professional Elective - 111)

B.Tech. III Year II Semester

. Maximum
Course Code Category Hours/Week | Credits Marks
L T P C CIA | SEE | Total
IT611PE Core 3 o1 o 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
Prerequisite:

1. A course on “Operating Systems”
2. A course on “Computer Networks”
3. A course on “Network Security and Cryptography”

Course Objectives:
e The aim of the course is to introduce the methodologies and framework of ethical hacking for enhancing the
security.
e The course includes-Impacts of Hacking; Types of Hackers; Information Security Models;
Information Security Program; Business Perspective; Planning a Controlled Attack; Framework of Steps
(Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Deliverable and Integration)

Course Outcomes:

e Gain the knowledge of the use and availability of tools to support an ethical hack

o Gain the knowledge of interpreting the results of a controlled attack

e Understand the role of politics, inherent and imposed limitations and metrics for planning of a test
e Comprehend the dangers associated with penetration testing

UNIT-I \ \ No.of Classes: 09

Introduction: Hacking Impacts, The Hacker

Framework: Planning the test, Sound Operations, Reconnaissance, Enumeration,
Vulnerability Analysis, Exploitation, Final Analysis, Deliverable, Integration
Information Security Models: Computer Security, Network Security, Service Security,
Application Security, Security Architecture

Information Security Program: The Process of Information Security, Component Parts of
Information Security Program, Risk Analysis and Ethical Hacking

UNIT-II No.of Classes: 09

The Business Perspective: Business Objectives, Security Policy, Previous Test Results,
Business Challenges

Planning for a Controlled Attack: Inherent Limitations, Imposed Limitations, timing is
Everything, Attack Type, Source Point, Required Knowledge, Multi-Phased Attacks, Teaming
and Attack Structure, Engagement Planner, The Right Security Consultant, The Tester,
Logistics, Intermediates, Law Enforcement

UNIT-III | | No.of Classes: 09

Preparing for a Hack: Technical Preparation, Managing the Engagement
Reconnaissance: Social Engineering, Physical Security, Internet Reconnaissance

UNIT-IV | | No.of Classes: 09

Enumeration: Enumeration Techniques, Soft Objective, Looking Around or Attack, Elements of Enumeration,
Preparing for the Next Phase

Exploitation: Intutive Testing, Evasion, Threads and Groups, Operating Systems, Password Crackers, RootKits,
applications, Wardialing, Network, Services and Areas of Concern

UNIT-V | | No.of Classes: 09

Deliverable: The Deliverable, The Document, Overal Structure, Aligning Findings, Presentation
Integration: Integrating the Results, Integration Summary, Mitigation, Defense Planning,
Incident Management, Security Policy, Conclusion.
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Text Books:

1. James S. Tiller, “The Ethical Hack: A Framework for Business Value Penetration Testing”, Auerbach
Publications, CRC Press

Reference Books:

1. EC-Council, “Ethical Hacking and Countermeasures Attack Phases”, Cengage Learning

2. Michael Simpson, Kent Backman, James Corley, “Hands-On Ethical Hacking and Network Defense”,
Cengage Learning

Web References:

E-Text Books:
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
CS612PE: NETWORK PROGRAMMING (Professional Elective - III)

B.Tech. III Year II Semester

. Maximum
Course Code Category Hours/Week | Credits Marks
L T P C CIA | SEE | Total
CS612PE Core 3 0 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45

Prerequisite: Nill

Course Objectives:
e To understand inter process and inter-system communication
e To understand socket programming in its entirety
e To understand usage of TCP/UDP / Raw sockets
e To understand how to build network applications

Course Outcomes:
e To write socket API based programs
e To design and implement client-server applications using TCP and UDP sockets
e To analyze network programs

UNIT-1 | | No.of Classes: 09

Introduction to Network Programming: OSI model, Unix standards, TCP and UDP & TCP
connection establishment and Format, Buffer sizes and limitation, standard internet services,
Protocol usage by common internet application.

Sockets : Address structures, value — result arguments, Byte ordering and manipulation
function and related functions Elementary TCP sockets — Socket, connect, bind, listen, accept,
fork and exec function, concurrent servers. Close function and related function.

UNIT-II No.of Classes: 09

TCP client server : Introduction, TCP Echo server functions, Normal startup, terminate and
signal handling server process termination, Crashing and Rebooting of server host shutdown of
server host. Elementary UDP sockets: Introduction UDP Echo server function, lost datagram,
summary of UDP example, Lack of flow control with UDP, determining outgoing interface with
UDP.

I/0O Multiplexing: [/O Models, select function, Batch input, shutdown function, poll function,
TCP Echo server,

UNIT-III | | No.of Classes: 09

Socket options: getsockopt and setsockopt functions. Socket states, Generic socket option IPV6 socket option
ICMPV6 socket option IPV6 socket option and TCP socket options.

Advanced 1/0 Functions-Introduction, Socket Timeouts, recv and send Functions,readv and writev Functions,
recvmsg and sendmsg Functions, Ancillary Data, How Much Data Is Queued?, Sockets and Standard I/O, T/TCP: TCP
for Transactions.

UNIT-IV | | No.of Classes: 09

Elementary name and Address conversions: DNS, gethost by Name function, Resolver option,
Function and IPV6 support, uname function, other networking information.

Daemon Processes and inetd Superserver - Introduction, syslogd Daemon, syslog Function,
daemon_init Function, inetd Daemon, daemon_inetd Function

Broadcasting- Introduction, Broadcast Addresses, Unicast versus Broadcast, dg _cli Function
Using Broadcasting, Race Conditions

Multicasting- Introduction, Multicast Addresses, Multicasting versus Broadcasting on A LAN,
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Multicasting on a WAN, Multicast Socket Options, mcast_join and Related Functions, dg cli
Function Using Multicasting, Receiving MBone Session Announcements, Sending and Receiving,
SNTP: Simple Network Time Protocol, SNTP (Continued)

UNIT-V | | No.of Classes: 09

Raw Sockets-Introduction, Raw Socket Creation, Raw Socket Output, Raw Socket Input, Ping
Program, Traceroute Program, An ICMP Message Daemon,

Datalink Access- Introduction, BPF: BSD Packet Filter, DLPI: Data Link Provider Interface,
Linux:

SOCK_PACKET, libpcap: Packet Capture Library, Examining the UDP Checksum Field.
Remote Login: Terminal line disciplines, Pseudo-Terminals, Terminal modes, Control Terminals,
rlogin Overview, RPC Transparency Issues.

Text Books:
1. UNIX Network Programming, by W. Richard Stevens, Bill Fenner, Andrew M. Rudoff,
Pearson Education
2. UNIX Network Programming, 1st Edition, - W. Richard Stevens. PHI.

Reference Books:

UNIX Systems Programming using C++ T CHAN, PHIL

UNIX for Programmers and Users, 3rd Edition Graham GLASS, King abls, Pearson Education
Advanced UNIX Programming 2nd Edition M. J. ROCHKIND, Pearson Education
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
CS613PE: SCRIPTING LANGUAGES (Professional Elective - III)

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits | Maximum Marks
L T | P C CIA | SEE | Total
CS613PE Core 3 0 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
Prerequisite:

1. A course on “Computer Programming and Data Structures”
2. A course on “Object Oriented Programming Concepts”

Course Objectives:

¢ This course introduces the script programming paradigm

e Introduces scripting languages such as Perl, Ruby and TCL.
e Learning TCL

Course Outcomes:
e Comprehend the differences between typical scripting languages and typical
system and application programming languages.
e Gain knowledge of the strengths and weakness of Perl, TCL and Ruby; and
select an appropriate language for solving a given problem.
e Acquire programming skills in scripting language

UNIT-1 | | No.of Classes: 09

Introduction: Ruby, Rails, The structure and Excution of Ruby Programs, Package Management
with RUBYGEMS, Ruby and web: Writing CGI scripts, cookies, Choice of Webservers, SOAP and
webservices

RubyTk — Simple Tk Application, widgets, Binding events, Canvas, scrolling

UNIT-II No.of Classes: 09

Extending Ruby: Ruby Objects in C, the Jukebox extension, Memory allocation, Ruby Type
System, Embedding Ruby to Other Languages, Embedding a Ruby Interperter

UNIT-III | | No.of Classes: 09

Introduction to PERL and Scripting

Scripts and Programs, Origin of Scripting, Scripting Today, Characteristics of Scripting
Languages, Uses for Scripting Languages, Web Scripting, and the universe of Scripting
Languages. PERL- Names and Values, Variables, Scalar Expressions, Control Structures, arrays,
list, hashes, strings, pattern and regular expressions, subroutines.

UNIT-IV \ No.of Classes: 09

Advanced perl

Finer points of looping, pack and unpack, filesystem, eval, data structures, packages, modules,
objects, interfacing to the operating system, Creating Internet ware applications, Dirty Hands
Internet Programming, security Isses.

UNIT-V | | No.of Classes: 09

TCL

TCL Structure, syntax, Variables and Data in TCL, Control Flow, Data Structures,
input/output, procedures, strings, patterns, files, Advance TCL- eval, source, exec and uplevel
commands, Name spaces, trapping errors, event driven programs, making applications internet
aware, Nuts and Bolts Internet Programming, Security Issues, C Interface.
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Tk
Tk-Visual Tool Kits, Fundamental Concepts of Tk, Tk by example, Events and Binding, Perl-Tk.

Text Books:
1. The World of Scripting Languages, David Barron,Wiley Publications.
2. Ruby Progamming language by David Flanagan and Yukihiro Matsumoto O’Reilly
3. “Programming Ruby” The Pramatic Progammers guide by Dabve Thomas Second edition

Reference Books:
1. Open Source Web Development with LAMP using Linux Apache, MySQL, Perl
and PHP, J. Lee and B. Ware (Addison Wesley) Pearson Education.

2. Perl by Example, E. Quigley, Pearson Education.
3. Programming Perl, Larry Wall, T. Christiansen and J. Orwant, O’Reilly, SPD.
4. Tcl and the Tk Tool kit, Ousterhout, Pearson Education.
5. Perl Power, J. P. Flynt, Cengage Learning.
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CS614PE: MOBILE APPLICATION DEVELOPMENT (Professional Elective - III)

B.Tech. III Year II Semester

. Maximum
Course Code Category Hours/Week | Credits Marks
L T P C CIA | SEE | Total
CS614PE Core 3 o010 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
Prerequisite:

1. Acquaintance with JAVA programming
2. A Course on DBMS

Course Objectives:

e To demonstrate their understanding of the fundamentals of Android operating
systems

o To improves their skills of using Android software development tools

e To demonstrate their ability to develop software with reasonable complexity on
mobile platform

o To demonstrate their ability to deploy software to mobile devices
e To demonstrate their ability to debug programs running on mobile devices

Course Outcomes:

e Student understands the working of Android OS Practically.
e Student will be able to develop Android user interfaces
e Student will be able to develop, deploy and maintain the Android Applications

UNIT-1 | | No.of Classes: 09

Introduction to Android Operating System: Android OS design and Features — Android
development framework, SDK features, Installing and running applications on Android Studio,
Creating AVDs, Types of Android applications, Best practices in Android programming, Android
tools

Android application components — Android Manifest file, Externalizing resources like values,
themes, layouts, Menus etc, Resources for different devices and languages, Runtime
Configuration Changes Android Application Lifecycle — Activities, Activity lifecycle, activity
states, monitoring state changes

UNIT-II No.of Classes: 09

Android User Interface: Measurements — Device and pixel density independent measuring UNIT
- s Layouts - Linear, Relative, Grid and Table Layouts

User Interface (UI) Components — Editable and non-editable TextViews, Buttons, Radio and
Toggle Buttons, Checkboxes, Spinners, Dialog and pickers

Event Handling — Handling clicks or changes of various UI components

Fragments — Creating fragments, Lifecycle of fragments, Fragment states, Adding fragments to
Activity, adding, removing and replacing fragments with fragment transactions, interfacing
between fragments and Activities, Multi-screen Activities

UNIT-III | | No.of Classes: 09

Intents and Broadcasts: Intent — Using intents to launch Activities, Explicitly starting new
Activity, Implicit Intents, Passing data to Intents, Getting results from Activities, Native Actions,
using Intent to dial a number or to send SMS
Broadcast Receivers — Using Intent filters to service implicit Intents, Resolving Intent filters,
finding and using Intents received within an Activity
Notifications — Creating and Displaying notifications, Displaying Toasts
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UNIT-IV | | No.of Classes: 09

Persistent Storage: Files — Using application specific folders and files, creating files, reading data
from files, listing contents of a directory Shared Preferences — Creating shared preferences,
saving and retrieving data using Shared Preference

UNIT-V | | No.of Classes: 09

Database — Introduction to SQLite database, creating and opening a database, creating tables,
inserting retrieving and etindelg data, Registering Content Providers, Using content Providers
(insert, delete, retrieve and update)

Text Books:

1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012
2. Android Application Development for Java Programmers, James C Sheusi, Cengage
Learning, 2013

Reference Books:
1., Wei-Meng Lee, Wiley Beginning Android 4 Application Development India (Wrox), 2013
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
CS615PE: SOFTWARE TESTING METHODOLOGIES (Professional Elective - III)

B.Tech. III Year II Semester

. Maximum
Course Code Category Hours/Week | Credits Marks
L T P C CIA | SEE | Total
CS615PE Core 3 o1 0 3 30 70 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
Prerequisite:

1. A course on “Software Engineering”

Course Objectives:
e To provide knowledge of the concepts in software testing such as testing
process, criteria, strategies, and methodologies.
e To develop skills in software test automation and management using latest tools.

Course Outcomes:

o Design and develop the best test strategies in accordance to the development model.

UNIT-1 | | No.of Classes: 09

Introduction: Purpose of testing, Dichotomies, model for testing, consequences of bugs,
taxonomy of bugs

Flow graphs and Path testing: Basics concepts of path testing, predicates, path predicates
and achievable paths, path sensitizing, path instrumentation, application of path testing.

UNIT-II No.of Classes: 09

Transaction Flow Testing: transaction flows, transaction flow testing techniques. Dataflow
testing: Basics of dataflow testing, strategies in dataflow testing, application of dataflow testing.
Domain Testing: domains and paths, Nice & ugly domains, domain

testing, domains and interfaces testing, domain and interface testing, domains and
testability.

UNIT-III | | No.of Classes: 09

Paths, Path products and Regular expressions: path products & path expression, reduction procedure, applications,
regular expressions & flow anomaly detection.
Logic Based Testing: overview, decision tables, path expressions, kv charts, specifications.

UNIT-1V | | No.of Classes: 09

State, State Graphs and Transition testing: state graphs, good & bad state graphs, state
testing, Testability tips.

UNIT-V | | No.of Classes: 09

Graph Matrices and Application: Motivational overview, matrix of graph, relations,
power of a matrix, node reduction algorithm, building tools. (Student should be given an
exposure to a tool like JMeter or Win-runner).

Text Books:
1. Software Testing techniques - Baris Beizer, Dreamtech, second edition.
2. Software Testing Tools — Dr. K. V. K. K. Prasad, Dreamtech.

Reference Books:

1. The craft of software testing - Brian Marick, Pearson Education.
2. Software Testing Techniques — SPD(Oreille)
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3. Software Testing in the Real World — Edward Kit, Pearson.

4. Effective methods of Software Testing, Perry, John Wiley.
5. Art of Software Testing — Meyers, John Wiley
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
IT60SPC: EMBEDDED SYSTEMS & INTERNET OF THINGS LAB

B.Tech. III Year II Semester

Course Code Category Hours/Week Credits Maximum Marks
IT605PC Core L T P C CIA SEE (Total
0 0 3 1.5 30 70 100

Contact Classes: Nil | Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33

Prerequisite: Nil

List of Experiments:

1. Functional Testing Of Devices
Flashing the OS on to the device into a stable functional state by porting

desktop environment with necessary packages.

2. Exporting Display On To Other Systems
Making use of available laptop/desktop displays as a display for the device

using SSH client & X11 display server.

3. GPIO Programming
Programming of available GPIO pins of the corresponding device using native

programming language. Interfacing of I/O devices like LED/Switch etc., and
testing the functionality.

4. Interfacing Chronos eZ430
Chronos device is a programmable texas instruments watch which can be used

for multiple purposes like PPT control, Mouse operations etc., Exploit the
features of the device by interfacing with devices.

5. ON/OFF Control Based On Light Intensity
Using the light sensors, monitor the surrounding light intensity & automatically

turn ON/OFF the high intensity LED's by taking some pre-defined threshold
light intensity value.

6. Battery VVoltage Range Indicator
Monitor the voltage level of the battery and indicating the same using multiple

LED's (for ex: for 3V battery and 3 led's, turn on 3 led's for 2-3V, 2 led's for 1-
2V, 1 led for 0.1-1V & turn off all for OV)

7. Dice Game Simulation
Instead of using the conventional dice, generate a random value similar to dice

value and display the same using a 16X2 LCD. A possible extension could be to
provide the user with option of selecting single or double dice game.

8. Displaying RSS News Feed On Display Interface

Displaying the RSS news feed headlines on a LCD display connected to device.
This can be adapted to other websites like twitter or other information websites.
Python can be used to acquire data from theinternet.
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9. Porting Openwrt To the Device
Attempt to use the device while connecting to a wifi network using a USB

dongle and at the same time providing a wireless access point to the dongle.

10. Hosting a website on Board
Building and hosting a simple website(static/dynamic) on the device and make

it accessible online. There is a need to install server(eg: Apache) and thereby
host the website.

11. Webcam Server
Interfacing the regular usb webcam with the device and turn it into fully

functional IP webcam & test thefunctionality.

12. FM Transmission

Transforming the device into a regular fm transmitter capable of transmitting audio
at desired frequency (generally 88-108 Mhz)

List of Equipment/Software(with Specifications or Range) Required:

Note: Devices mentioned in the above lists include Arduino, Raspbery Pi, Beaglebone
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year

IT606PC: COMPILER CONSTRUCTION LAB

B.Tech. III Year II Semester

Course Code Category Hours/Week Credits Maximum Marks
I T606PC Core L T P C CIA EE Total
0 0 3 1.5 30 70 | 100
Contact Classes: Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33
Nil

Prerequisite: A Course on “Objected Oriented Programming through Java”

Co-requisites: A course on “Web Technologies”

Course Objectives:

« To provide hands-on experience on web technologies

o Todevelop client-server application using web technologies

e Tointroduce server-side programming with Java servlets and JSP
e To understand the various phases in the design of a compiler.

o To understand the design of top-down and bottom-up parsers.

o To understand syntax directed translation schemes.

e Tointroduce lex and yacc tools.

Course Outcomes:

« Design and develop interactive and dynamic web applications using HTML, CSS,
JavaScriptand XML

o Apply client-server principles to develop scalable and enterprise web applications.

« Ability to design, develop, and implement a compiler for any language.

e Able to use lex and yacc tools for developing a scanner and a parser.

o Able to design and implement LL and LR parsers.

2
3
4,
5

List of Experiments:
Compiler Design Experiments
1.

Write a LEX Program to scan reserved word & Identifiers of C Language
Implement Predictive Parsing algorithm

Write a C program to generate three address code.

Implement SLR(1) Parsing algorithm

Design LALR bottom up parser for the given language

<program> ::= <block>
<block> ::= { <variabledefinition> <slist> }

| {<slist>}

<variabledefinition> ::= int <vardeflist> ;

<vardeflist> ::= <vardec> | <vardec> , <vardeflist>

<vardec> ::= <identifier> | <identifier> [ <constant> |

<slist> ::= <statement> | <statement> ; <slist>

<statement> ::= <assignment> | <ifstatement> | <whilestatement>

| <block> | <printstatement> | <empty>

<assignment> ::= <identifier> = <expression>

| <identifier> [ <expression> | = <expression>

<ifstatement> ::= if <bexpression> then <slist> else

<slist> endif
| if <bexpression> then <slist> endif

~r <
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<whilestatement> ::= while <bexpression> do <slist> enddo

<printstatement> ::= print ( <expression> )

<expression> ::= <expression> <addingop> <term> | <term> | <addingop> <term>
<bexpression> ::= <expression> <relop> <expression>

<relop> =< | <=|==|>=|>|!I=
<addingop> ::= + | -
<term> ::= <term> <multop> <factor> | <factor>

<multop> ::=* | /
<factor> ::= <constant> | <identifier> | <identifier> [ <expression>|
| ( <expression> )
<constant> ::= <digit> | <digit> <constant>
<identifier> ::= <identifier> <letterordigit> | <letter>
<letterordigit> ::= <letter> | <digit>
<letter> ::= a|b|c|d|e[f|g|h]i|j|k[l[m[n]o|p|q|r|s[t|u]|v|w]|x]|y]|z
<digit> = 0]1|2|3|4|5]|6|7|8]|9
<empty> has the obvious meaning
Comments (zero or more characters enclosed between the standard C/Java-style
comment brackets
/*...*/) can be inserted. The language has rudimentary support for 1-
dimensional arrays. The declaration int a|3] declares an array of three
elements, referenced as a[0], a[1] and a[2]. Notealso that you should
worry about the scoping of names.
A simple program written in this language is:
{int
a[3],t1,t2;
t1=2;
a[0]=1; a[1]=2; a[t1]=3;
t2=-(a[2]+t1*0)/(a]2]-t1);
if t2>5
then
print(t2);
else {
int t3;
t3=99;
t2=-25;
print(-t1+t2*t3); /* this is a comment
on 2 lines */

¥
endif

List of Equipment/Software Required:

Computer Systems with Linux, C-compiler, Lex and Yacc installed
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IT621PE: ETHICAL HACKING LAB (Professional Elective - III)

B.Tech. 111 Year Il Semester

Course Code Category Hours/Week Credits | Maximum Marks
L T P IC CIA | SEE | Total

IT621PE ESC 0 0 | 2 [ 30 |70 | 100
Contact Classes: Nil | Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33

Prerequisite: Nil

Course Objectives:

e The aim of the course is to introduce the methodologies framework tools of
ethical hacking to get awareness in enhancing the security

o To get knowledge on various attacks and their detection

Course Outcomes:
e Gain the knowledge of the use and availability of tools to support an ethical hack
e Gain the knowledge of interpreting the results of a controlled attack

List of Experiments:
|
Setup a honey pot and monitor the honey pot on network
Write a script or code to demonstrate SQL injection attacks
Create a social networking website login page using phishing techniques
Write a code to demonstrate DoS attacks
Install rootkits and study variety of options
Study of Techniques uses for Web Based Password Capturing.
Install jerypt tool (or any other equivalent) and demonstrate Asymmetric,
Symmetric Crypto algorithm, Hash and Digital/PKI signatures studied in
theory Network Security And Management
8. Implement Passive scanning, active scanning, session hizaking, cookies
extraction using Burp suit tool

No ok owbdE

List of EQuipment/Software Required:

Computer Systems with Java, Java Scripts, Root kits, Jerypt, Burp Suite Tool installed
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CS622PE: NETWORK PROGRAMMING LAB (Professional Elective - III)

B.Tech. Il Year Il Semester

Course Code Category Hours/Week Credits | Maximum Marks
L T P IC CIA | SEE | Total

CS622PE ESC 0 0o 2 [ 30 |70 | 100
Contact Classes: Nil | Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33

Prerequisite: Nil

Course Objectives:

¢ To understand inter process and inter-system communication
To understand socket programming in its entirety

To understand usage of TCP/UDP / Raw sockets

e To understand how to build network applications

Course Outcomes:

e To write socket API based programs

e To design and implement client-server applications using TCP and UDP sockets
e To analyze network programs

List of Experiments:

1. Implement programs for Inter Process Communication using PIPE, Message Queue and Shared
Memory.

2. Write a programme to create an integer variable using shared memory concept and increment the
variable simultaneously by two processes. Use semaphores to avoid race conditions.

3. Design TCP iterative Client and server application to reverse the given inputsentence

4. Design TCP iterative Client and server application to reverse the given input sentence

5. Design TCP client and server application to transfer file

6. Design a TCP concurrent server to convert a given text into upper case using multiplexing system
call “select”

7. Design a TCP concurrent server to echo given set of sentences using poll functions

8. Design UDP Client and server application to reverse the given input sentence

9. Design UDP Client server to transfer a file

10. Design using poll client server application to multiplex TCP and UDP requests for converting a
given text into upper case.

11. Design a RPC application to add and subtract a given pair of integers

List of Equipment/Software Required:

Computer Systems with Linux OS and C software installed
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CS623PE: SCRIPTING LANGUAGES LAB (Professional Elective - III)

B.Tech. I1l Year Il Semester

Course Code Category Hours/Week Credits Maximum Marks
L T P IC CIA | SEE | Total

CS623PE ESC 0 0 [ 2 & 30 |70 | 100
Contact Classes: Nil | Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33

Prerequisite: Any High-level programming language (C, C++)

Course Objectives:
e To Understand the concepts of scripting languages for developing web based projects
e To understand the applications the of Ruby , TCL , Perl scripting languages

Course Outcomes:
e Ability to understand the differences between Scripting languages and programming
languages
e Able to gain some fluency programming in Ruby, Perl, TCL

List of Experiments:
I

1. Write a Ruby script to create a new string which is n copies of a given string
where n is a non- negative integer
2. Write a Ruby script which accept the radius of a circle from the user and compute
the parameter and area.
3. Write a Ruby script which accept the user's first and last name and print them in
reverse order with a space between them
Write a Ruby script to accept a filename from the user print the extension of that
Write a Ruby script to find the greatest of three numbers
Write a Ruby script to print odd numbers from 10 to 1
Write a Ruby scirpt to check two integers and return true if one of them is 20
otherwise return their sum
8. Write a Ruby script to check two temperatures and return true if one is less than O
and the other is greater than 100
9. Write a Ruby script to print the elements of a given array
10. Write a Ruby program to retrieve the total marks where subject name and marks
of a student stored in a hash
11. Write a TCL script to find the factorial of a number
12. Write a TCL script that multiplies the numbers from 1 to 10
13. Write a TCL script for Sorting a list using a comparison function
14. Write a TCL script to (i)create a list (ii Jappend elements to the list (iii)Traverse the
list (iv)Concatenate the list
15. Write a TCL script to comparing the file modified times.
16. Write a TCL script to Copy a file and translate to native format.
17. a) Write a Perl script to find the largest number among three numbers.
a) Write a Perl script to print the multiplication tables from 1-10 using subroutines.
18. Write a Perl program to implement the following list of manipulating functions
a) Shift
b)Unshift
c)Push
19. a) Write a Perl script to substitute a word, with another word in a string.
b) Write a Perl script to validate IP address and email address.
20. Write a Perl script to print the file in reverse order using command line arguments

N o ok
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List of Equipment/Software Required:

Computer Systems with Linux OS and Ruby, TCL, Perl installed
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CS624PE: MOBILE APPLICATION DEVELOPMENT LAB (Professional Elective - III)

B.Tech. 111 Year Il Semester

Course Code Category Hours/Week Credits Maximum Marks
L T P IC CIA SEE | Total

CS624PE ESC 0 0| 2 1 30 70 | 100
Contact Classes: Nil | Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33

Prerequisite: Nil

Course Objectives:

. To learn how to develop Applications in android environment.
. To learn how to develop user interface applications.

. To learn how to develop URL related applications

Course Outcomes:

e Student understands the working of Android OS Practically.

e Student will be able to develop user interfaces.

e Student will be able to develop, deploy and maintain the Android Applications.

List of Experiments:
I

1. Create an Android application that shows Hello + name of the user and run it on an|
emulator.
(b) Create an application that takes the name from a text box and shows

hello message along with the name entered in text box, when the user
clicks the OK button.

2. Create a screen that has input boxes for User Name, Password, Address, Gender
(radio buttons for male and female), Age (numeric), Date of Birth (Date Picket),
State (Spinner) and a Submit button. On clicking the submit button, print all the
data below the Submit Button. Use
(@) Linear Layout (b) Relative Layout and (c) Grid Layout or Table Layout.

3. Develop an application that shows names as a list and on selecting a name it
should show the details of the candidate on the next screen with a “Back” button.
If the screen is rotated to landscape mode (width greater than height), then the
screen should show list on left fragment and details on right fragment instead of
second screen with back button. Use Fragment transactions and Rotation event
listener.

4. Develop an application that uses a menu with 3 options for dialing a number,
opening a website and to send an SMS. On selecting an option, the appropriate
action should be invoked using intents.

5. Develop an application that inserts some notifications into Notification area and
whenever a notification is inserted, it should show a toast with details of the
notification.

6. Create an application that uses a text file to store user names and passwords (tab
separated fields and one record per line). When the user submits a login name
and password through a screen, the details should be verified with the text file
data and if they match, show a dialog saying that login is successful. Otherwise,
show the dialog with Login Failed message.

7. Create a user registration application that stores the user details in a database table.
8. Create a database and a user table where the details of login names and passwords
are stored. Insert some names and passwords initially. Now the login details
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entered by the user should be verified with the database and an appropriate
dialog should be shown to the user.

9. Create an admin application for the user table, which shows all records as a list
and the admin can select any record for edit or modify. The results should be
reflected in the table.

10. Develop an application that shows all contacts of the phone along with details like
name, phone number, mobile number etc.

11. Create an application that saves user information like name, age, gender etc. in
shared preference and retrieves them when the program restarts.

12. Create an alarm that rings every Sunday at 8:00 AM. Modify it to use a time picker
to set alarm time.

13. Create an application that shows the given URL (from a text field) in a browser.

List of EqQuipment/Software Required:

Computer Systems with Android Studio installed
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CS625PE: SOFTWARE TESTING METHODOLOGIES LAB (Professional Elective - III)

B.Tech. I1l Year Il Semester

Course Code Category Hours/Week Credits | Maximum Marks
_ L T P IC CIA | SEE | Total
CS625PE: ESC 0 0 | 2 [ 30 |70 | 100
Contact Classes: Tutorial Classes: Nil Practical Classes: 33 Total Classes: 33
Nil

Prerequisite: A basic knowledge of programming.

Course Objectives:
e To provide knowledge of Software Testing Methods.
e To develop skills in software test automation and management using latest tools.

Course Outcomes:
e Design and develop the best test strategies in accordance to the development model.

List of Experiments:
|

Recording in context sensitive mode and analog mode
GUI checkpoint for single property
GUI checkpoint for single object/window
GUI checkpoint for multiple objects
a) Bitmap checkpoint for object/window
a) Bitmap checkpoint for screen area
Database checkpoint for Default check
Database checkpoint for custom check
Database checkpoint for runtime record check
a) Data driven test for dynamic test data submission
b) Data driven test through flat files
c) Data driven test through front grids
d) Data driven test through excel test
10. a) Batch testing without parameter passing
b) Batch testing with parameter passing
11. Data driven batch
12. Silent mode test execution without any interruption
13. Test case for calculator in windows application

a s~ wdhPE

© © N o

List of EQuipment/Software Required:

Computer Systems with WinRunner/Selenium installed
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
*MC609: ENVIRONMENTAL SCIENCE

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits Maximum Marks
L T P C CIA | SEE Total
*
MC609 MC 3 0 0 0 30 70 100
Contact Classes: | Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45
45

Prerequisite: Nil

Course Objectives:
e Understanding the importance of ecological balance for sustainable development.
e Understanding the impacts of developmental activities and mitigation measures
e Understanding the environmental policies and regulations

Course Outcomes:
e Based on this course, the Engineering graduate will understand /evaluate / develop
technologies on the basis of ecological principles and environmental regulations which in
turn helps in sustainable development

UNIT- No.of Classes: 09
I

Ecosystems: Definition, Scope and Importance of ecosystem. Classification, structure, and
function of an ecosystem, Food chains, food webs, and ecological pyramids. Flow of energy,
Biogeochemical cycles, Bioaccumulation, Biomagnification, ecosystem value, services and
carrying capacity, Field visits.

UNIT- No.of Classes: 09
II

Natural Resources: Classification of Resources: Living and Non-Living resources, water
resources: use and over utilization of surface and ground water, floods and droughts, Dams:
benefits and problems. Mineral resources: use and exploitation, environmental effects of
extracting and using mineral resources, Land resources: Forest resources, Energy resources:
growing energy needs, renewable and non-renewable energy sources, use of alternate energy
source, case studies.

UNIT- No.of Classes: 09
III

Biodiversity And Biotic Resources: Introduction, Definition, genetic, species and ecosystem
diversity. Value of biodiversity; consumptive use, productive use, social, ethical, aesthetic and
optional values. India as a mega diversity nation, Hot spots of biodiversity. Field visit. Threats
to biodiversity: habitat loss, poaching of wildlife, man-wildlife conflicts; conservation of
biodiversity: In-Situ and Ex-situ conservation. National Biodiversity act.

UNIT- No.of Classes: 09
v

Environmental Pollution and Control Technologies: Environmental Pollution:
Classification of pollution, Air Pollution: Primary and secondary pollutants, Automobile and
Industrial pollution, Ambient air quality standards. Water pollution: Sources and types of
pollution, drinking water quality standards.

Soil Pollution: Sources and types, Impacts of modern agriculture, degradation of soil. Noise
Pollution: Sources and Health hazards, standards, Solid waste: Municipal Solid Waste
management, composition and characteristics of e-Waste and its management. Pollution
control technologies: Wastewater Treatment methods: Primary, secondary and Tertiary.
Overview of air pollution control technologies, Concepts of bioremediation. Global
Environmental Problems and Global Efforts: Climate change and impacts on human
environment. Ozone depletion and Ozone depleting substances (ODS). Deforestation and
desertification. International conventions / Protocols: Earth summit, Kyoto protocol, and
Montréal Protocol.
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UNIT- No.of Classes: 09
Vv

Environmental Policy, Legislation & EIA: Environmental Protection act, Legal aspects Air
Act- 1981,Water Act, Forest Act, Wild life Act, Municipal solid waste management and handling
rules, biomedical waste management and handling rules, hazardous waste management and
handling rules. EIA: EIA structure, methods of baseline data acquisition. Overview on Impacts
of air, water, biological and Socio-economical aspects. Strategies for risk assessment, Concepts
of Environmental Management Plan (EMP). Towards Sustainable Future: Concept of
Sustainable Development, Population and its

explosion, Crazy Consumerism, Environmental Education, Urban Sprawl, Human health,
Environmental Ethics, Concept of Green Building, Ecological Foot Print, Life Cycle assessment
(LCA), Low carbon life style.

Text Books:
1. Textbook of Environmental Studies for Undergraduate Courses by Erach Bharucha for
University Grants Commission.
2. Environmental Studies by R. Rajagopalan, Oxford University Press

Reference Books:
1.Environmental Science: towards a sustainable future by Richard T. Wright. 2008 PHL
Learning
Private Ltd. New Delhi.
2. Environmental Engineering and science by Gilbert M. Masters and Wendell P. Ela. 2008 PHI
Learning Pvt. Ltd.
3. Environmental Science by Daniel B. Botkin & Edward A. Keller, Wiley INDIA edition.
4. Environmental Studies by Anubha Kaushik, 4th Edition, New age international publishers.
5. Text book of Environmental Science and Technology - Dr. M. Anji Reddy 2007, BS
Publications.

Web References:
https://nptel.ac.in/courses/127/105/127105018/

E-Text Books:
https:/ /www.hzu.edu.in/bed /E%20V%20S.pdf
https://www.ugc.ac.in/oldpdf/modelcurriculum /env.pdf
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Dept. of IT/ACEEC B.Tech. (Reg), w.e.f. 2021-22 Academic Year
CYBER SECURITY

B.Tech. III Year II Semester

Course Code Category Hours/Week | Credits | Maximum Marks

L T P C CIA | SEE | Total

MC MC 3 10 |0 0 30 | 70 | 100
Contact Classes: 45 Tutorial Classes: Nil Practical Classes: Nil Total Classes: 45

Prerequisite: Nil

Course Objectives:
e To familiarize various types of cyber-attacks and cyber-crimes
e To give an overview of the cyber laws
e To study the defensive techniques against these attacks

Course Outcomes:

The students will be able to understand cyber-attacks, types of cybercrimes, cyber laws and
also how to protect them self and ultimately the entire Internet community from such
attacks.

UNIT-1 | | No.of Classes: 09

Introduction to Cyber Security: Basic Cyber Security Concepts, layers of security,
Vulnerability, threat, Harmful acts,Internet Governance — Challenges and Constraints,
Computer Criminals, CIA Triad, Assets and Threat, motive of attackers, active attacks,
passive attacks, Software attacks, hardware attacks, Spectrum of attacks, Taxonomy of
various attacks, IP spoofing, Methods of defense, Security Models, risk management, Cyber
Threats-Cyber Warfare, Cyber Crime, Cyber terrorism, Cyber Espionage, etc.,
Comprehensive Cyber Security Policy.

UNIT-II No.of Classes: 09

Cyberspace and the Law & Cyber Forensics: Introduction, Cyber Security Regulations,
Roles of International Law. The INDIAN Cyberspace, National Cyber Security Policy.
Introduction, Historical background of Cyber forensics, Digital Forensics Science, The Need
for Computer Forensics, Cyber Forensics and Digital evidence, Forensics Analysis of Email,
Digital Forensics Lifecycle, Forensics Investigation, Challenges in Computer Forensics,
Special Techniques for Forensics Auditing.

UNIT-III | | No.of Classes: 09

Cybercrime: Mobile and Wireless Devices: Introduction, Proliferation of Mobile and
Wireless Devices, Trends in Mobility, Credit card Frauds in Mobile and Wireless Computing
Era, Security Challenges Posed by Mobile Devices, Registry Settings for Mobile Devices,
Authentication service Security, Attacks on Mobile/Cell Phones, Mobile Devices: Security
Implications for Organizations, Organizational Measures for Handling Mobile,
Organizational Security Policies and Measures in Mobile Computing Era, Laptops.

UNIT-IV | | No.of Classes: 09

Cyber Security: Organizational Implications: Introduction, cost of cybercrimes and IPR
issues, web threats for organizations, security and privacy implications, social media
marketing: security risks and perils for organizations, social computing and the associated
challenges for organizations.

Cybercrime and Cyber terrorism: Introduction, intellectual property in the cyberspace,
the ethic

UNIT-V | | No.of Classes: 09

Privacy Issues: Basic Data Privacy Concepts: Fundamental Concepts, Data Privacy
Attacks, Data linking and profiling, privacy policies and their specifications, privacy policy
languages, privacy in different domains- medical, financial, etc.

Cybercrime: Examples and Mini-Cases

Examples: Official Website of Maharashtra Government Hacked, Indian Banks Lose
Millions of Rupees, Parliament Attack, Pune City Police Bust Nigerian Racket, e-mail
spoofing instances.

Mini-Cases: The Indian Case of online Gambling, An Indian Case of Intellectual Property
Crime, Financial Frauds in Cyber Domain.
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Text Books:

1. Nina Godbole and Sunit Belpure, Cyber Security Understanding Cyber Crimes, Computer
Forensics and Legal Perspectives, Wiley

2. B. B. Gupta, D. P. Agrawal, Haoxiang Wang, Computer and Cyber Security: Principles,
Algorithm, Applications, and Perspectives, CRC Press, ISBN 9780815371335, 2018.

Reference Books:

1. Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC Press.
2. Introduction to Cyber Security, Chwan-Hwa(john) Wu,]. David Irwin, CRC Press T&F
Group.

Web References:
https:/ /onlinecourses.swayam?2.ac.in/noul9_cs08/preview

E-Text Books:
https:/ /www.cybok.org/media/downloads/cybok_version_1.0.pdf
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